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Classification of encrypted traffic based on multiple composition methods

Zhu Wenbin Ma Xiuli

(School of Communication and Information Engineering, Shanghai University,Shanghai 200444, China)

Abstract: Traditional network traffic classification methods are difficult to distinguish network traffic encrypted using
VPN. In order to achieve classification of encrypted traffic, a network traffic image classification method based on
multiple composition methods is proposed. Five special composition methods are studied to convert encrypted network
traffic into traffic images, and finally convolutional neural networks are used to classify them. The experimental results
on self-collected VPN encrypted traffic dataset and ISCX VPN-nonVPN public dataset show that the classification
accuracy of this encrypted traffic classification method reaches more than 90% and 95% on the two datasets,
respectively. The classification accuracy of diagonal or waterfall composition method has about 1% improvement over
the traditional line composition method. The special composition method achieves the improvement of encrypted traffic

classification accuracy by enhancing the correlation of pixel points in the traffic image and increasing the image features

in the traffic image.

Keywords: encrypted traffic classification;composition method;convolutional neural networks

Ell
UTAFR, P 48 I i R — A o SR T B i ST AR
Ty IS R AR B R B SRORE AR SE 1) IO 46 3 B Kl 20 2
e E AR AT IE . T H AR A5t F 9 4% A A R AR
P 2 2 x| WA 55 B LA R I 2% ML A 7 T R A A
HEMEMT . SAER VPN R, R 2R T
FHORH PR . x4 VPN {8 R S 08 5 R 08 0 46 3 e
HEAT N ok P 1ot By K Rk R I 45 AR R I 2R B A
PAETI A b VPN R 8% R 6 VPN (T i & 50 R
AN . BRI Z AN R VPN L2 75— BEis (8] 9 B 4T
S St I T o X e R A R - SR S R E
KR EEAS.

il

W RS H 8 :2021-04-30

P JLAR SR L 2 S 4 3 T HRE B9 4 i L SR TR I 2 4
BRI T R, Herp IR ] 2 S A R R . DR
AT BEAER , RS TEH  OKE 19 2 O A BBk LR L BT
R 22 ) 2% e 1T AR 33 B4 2 R S8 B X IR0 4% 3 1
M, Wang %5 B2 T — o 20 0 4 2 R 4N ik
B — P AT B B G T AL ) T7 5 B RR RN U B AR
H— 4 B 2 %R A BdE, SBL I B oy 2K
Lotfollahi %" 4 t , B 4% | Fi 451 1P U4 6 09 A AL 9 2
VR R P26 B AT A JF ol T A5 BR 2 0 265 AR 2K 1 20 4 9 7
AR TR T4 28 . Shapira 27411 FH BOE 42 £
325 1o 10 5 8 00 R/ 79 e 58 3R AIE i 199 2% O i B 4 R 1T
Fi o SR 5 (T 2 AR 2 I 28 ok R Wt B 2

o« 87



Ak W F o

F R K

bR T, K B R R HES OF X MG R
S R R . X BT OO 2R B HE A S T IR A L P EE 4B
B35 5] 9 AR DG o DA T B 20 3 B LR P SRR AE B I 2
SEIRI RSO R T A B O i O
) £ 37 o T G RTARL, F) PO 2 S B ] B G S B RS
HEAT A2 M SE AT E R E R, AR E %,
BEIN 5 3 B RS b AE 40 4R 2 A A A D6, 4R T R 45 0 & A
OGRS T SRR AR BT R M R M Ay B — A A
LR B HHE 4 ISCX VPN-nonVPN M1 A T.F 3R £ W7
BB E TR,

1 RESXHZHAEFTXRR

REER

ML MBHEPRRAER L EF TR, WE 1w,
K Jh 784 Byte B — 4 i, ¥ 784 Byte By — 4t [0 i %
ek 28X 28 1 MRS [, FOME LR B R R BRI BN
EMR R FR i MR . R 45 0 &= 5 0 il 2 BRI
FiE. AN THEESERMZEME N HBEIR R R Y9k,
AREARFAADTHLWES. 2B ERAEMNHT4%E
A N ENTRER R AN, B, EE
AFE R E IR BRI E M.

‘ byte1 ‘byte2‘ byte3 ‘ ‘ byte784 ‘

1.1

K1 —4E5

1.2 sHfEEARX

H A BB 5T 5L A KR A4 2 2R 4 1B J7 5 K B
ARG . SRS HEATEGN, H R K2
WEEAZEMECEFD N HEME B LT ZEN, B
W ARSI B R A 2 AT — s A e, TR — BB A 1 A 48 57
A —E A, B2 ZH A 16 Byte KEM M &
AT MR g R i 2 iR TE LA
AR B EARSB R RS, BENE b, BEE—
BT WA PR A E AR ES A RS
. 40, bytel 1% % byted, byte? & #: % byte3 Hi
bytell, fEEFLME GRS, &N BREIFARMSLATR B
RZMARKMMHEN., 2 BRI BRI T4
F B A S MR R4 BBRIRE . HEMRERE
BN SRR L B B R R R A A
Kotk B, 28 B — 4 55 ) 2 D S S T R T RE A
T AR HEAT AR .

HTHINmEE G SRR AR RITT 5 B
Bkt E R A 2Ch) ~ D FrR, % R R .
A R 1 Jy =X 80 R A B B Oy = R e B A A
SRRy KUY B PR Sk Oy RO T ik
AT . X A B4 [ 7 3K, 434 X A 2R X — 2 5= 79 I
TrHEAn . W2 B ERHE D AR AR M T R A — R, Bl 4m

¢ 88

bytel B % byte2 #l byte3. BMBME R ESHRM
B BRI S AS B s B U7 2 T T M AR A
W HEF] AL — B 22 SR AT B By L R
B V8 A A P 7 AR R R BRI AT HEA . MR R A R
B — ik IR HE AN HES r . R OT R F
U AR o B HE A A R AR A G, W LR IE S
W RATE R A 2 R A A e M IR S, BB E A R O =,
HZ SR, —Fh  AMEFE I AR HES 7 . X
For T, FH RGO B R E R B E R A L,
T LLBS TR 57 5 WS 2 34 2 R B AR DS PR3 55 . B 6 Ry T
P REL BHA — SR BRI WA R
/& payload, W BAL Y BHE . A [F] A 8 E 7 =X AT LA S I 4T
B, 3k B9 ) 09 A S R 98 L IR JE payload WSS 19 AR
KR .

bytel | byte2 | byted | bytes bytel | byte3 | bytef | bytet0
tel | bytel | _byted | By P
byte5 | byteS | byte7 | byte8 byte2” bwﬁe’é l}yte/g byte13
PRI K e A Y 7 -
byte9 | byte10 | byteit | byte12 byted byt/e& byte12”| byte1s
e e e ey -~ oy
byte13 | byte14 | byte5 | bytel6 byte7 | fytet1 | byte14”] byte1s
e Mt ki g e Ly
(a) 287 (b) X A8
bytel N byte3 A byteBA byte15‘l\ bytet - _blte_G__ __lg_\_[tES__ _>byte7
I 1 T
byted | bByte2!| bytes!| byte13 byte2!| byte8 | byte10 | bytet2
yted | Byie2, | by (| byt yiez || Byteg | byte10 | by
byted | byte7 | Byle5| | byteft] byte4: byted || byte13 | byte15
= - — —— i I Bt
N
byte16 | byte1s | byte12 [ bytet0! byte6” | bytel1¥] bytel4,[ byte16
(c) BATE (d) BIFRATL
byte16 | byte15 | byte1d ffbytet3 bytet | byte2 | byted || byted
| i
byte5 f Tbyted | ‘@Ez?“ byte12 byte12 | byte13 | byte14 || byte5
N — ] -
f Tl I i
byte6 i bytel | byte || bytett bytet1!| byte16 | bytets) ! bytes
byte7 j| byte8 | bytes i byte10 byte10 ] byted | byte8 | byte?
(e) BRpER () RIEHER

B2 iR

2 ETHERMENZHNRERGKSE

iR MIERE
E R B TR0 T — S8 A FFR R 48 , 1l 4 ISCX
BiEE, ATHRMNEANSHERE, ~BATFRIEEN
MEBEIEA R B AR R Rt SRR, HE. AR
ERHATRENRARR X SERERNTHFE ", W
Bl AR SCAF B0 F T A SR S 5 A T 3K A A A
17555,

DISCX VPN-nonVPN $iE 4

Habibi 8- %A T W8 4, 2 A AT A T A 3
BiREZ —, WEIRE S FW A2, VPN il nonVPN, &
—R L A REE TR MR E R, 3 14 MR
U SO Rl 1 B Wl DK SIS ) B W N
B o S R T IR SO AL i SR R R . BR T LA
PR 2 AN BT T 55 A —Fp R 2 Xt AR Tl R R
JP R R AT A AT AR . R O R BOEARIE T 22 25

2.1



ALK F:EHMEFTXTHMERLES L

512 4

TR

2 N T Ak &

AT B IE A B R E VPN R I8 2 4
LK, ISCX HTPEEWRERE RriE T VPN 3 2
non VPN, Tk 3R M M AT A T Mk VPN #47R & e,
BEZ I AR & e AT I F A %4 481 VPN
BEAANTEE M, RF VPN @ meE i R AR w ., Wik, B
% E—FF VPN TR i M o0 BAE St b b A =
X, BXHEAT BRI LR VPN R= 4B N% fi &
ExpressVPN, SsrVPN, PsiphonVPN, V2rayVPN, A& Jd
VPN F T Bai SRR TR ILRE RSN APP, £ 1 iR
R BT AR AR B RCR B PR N A

x1 HEMRE XD
N AR
facebook telegram twitter youtube bilibili

ExpressVPN ]
wangyiyun wechat

VPN FfiZk

) facchook telegram twitter youtube bilibili
PsiphonVPN

wangyiyun wechat weibo

facebook telegram twitter youtube bilibili
SsrVPN

wechat weibo

V2rayVPN

facebook telegram twitter youtube wechat

2.2 HEmaE

B WAL R T A e 0B R . AR SR TR L R A
LA B E R, A A AR A 2 ) 4 W 4% 3R AT o B R
S, LS EUE A Ik i R L L R SR i TR AL B
TAEE, FREXEMNIES, b TG A MmN ARF
FITEIREUE VPN MBS EARESHU T, &4 — %
T ¥ B9 Bt 6, 7 B X S R R AT M. R
BRI A FHEITU R WA B R,

AR TAL SRR 4

Dt XE N &E. AMHSEN R CHE L8
T 28 . MRS 38 T A0 (475 A TE A9 U5 TP B Ak
P 0 L H B IP Bk . H 85 O RERZ L.

DTWILEEX BT, — P M2WEY R B FHAH
WA ERM TR e, HTE X REsfBEFEX
B R4, il in ARDP Ml ACK, X et R 24 F UDP
B2 TCP il PR S ia s m =AW , A WA
BRI E .

DWW P B TAEZHRETRIMER 2R E
A A T B ARIENRE » Byte(R LT 2=
784) . BARE PR EARA BRI QWK E TR R EA, X T
K RKTF 784 Byte BB K W HHEATER W, X FRE
/NTF 784 Byte BYEUHE AL Mg X HAEAT B4 BAR BB
R P AR TR S £, P EHEA 50 4~ 0 Byte BN
17 b

OO ERESEEA—k. — SRR RE
AR VR TP Mtk R 0L A TP sk 3 AN T, X
A (7] b 1 A 175 23 R KB 43 28 I RS B L AR J2 7E S B
F Y b, st bk 0 0502 BEATL S 46 1 B O B 6 HL AT
e, HART G A S50 S MM F AN 0, &
JG < TAL BRAT 0 T AR 3 — 4k 3 L0, 198 L XORAL ]
AR i o 1 5 30 R B R AR BRI 2 iy A BB
2.3 EREER®R

23 B R AL S 8 I 4% 0 2= 4 BR T IR R A IR
ARG RS, A 3 B, AR E 7T £
BEME, A ESR N R 784(28 X 28) Byte, B LLATIE
EH AFMEFRNTAERNRERBREEREES—HRY
PR S0l . 43 Fh 2 A0 0 I 45 TR B A0 AR T 10 000 k&
B, Hm 9 000 BRAKIIZREE .1 000 SRR EE .,

(d) fBlyRIRAT Y (e} MR () SR
B3 ZMaEy AT rREEA

2.4 ETERMENEHNREERGS X

BRME M, EAMRATTRNRES T RZ —,
BTE HARIE 7 AR TE T LALE S U AR AR A T B R R
Yy, HAeFGAL B8 N e ) B’ 26, BAR IR
A PIER S R Y T B LR X A R R AE AT
PRI, IE— [ 5 BURh 25 ) 4% 5 K A AR R E B2 BRE U
JIT LA 458 ol FH HC 0 3 b RUAR AT 2326

S B AR M 48 B2 B BUR bR D R
BRAN. BREA& S ERE ARERERN 8N
AR RL 1 AACEREOM 1A 22 B 2R AT 1 AN HED B
ZMyei., ARERESHAREMEHREE. 7
BURFAE Ak J2 ) T RE 2 3 25 ARUR il i A 455110 [ 320 A 45 A
EEEAGE B FAR s w R R AE I T B KU SR
Bt N A AL XA R R S T B H B T D
2 SO . S {E T AR AR R A0 R A R b 2 0 4%
R AL EMAL T . SRR — A T B A R 2% Y
B5 AR R X R DL R Ak = 32 BORG e Ak A7 A 2
PR G DR B B, & A B A B B R AT 82 HRE

« 89



Bk & F

]

=

¥

¥R

— B EHHMENEH S EH SN 2EER K-8
B R . O TR B SR R
BRI B B — 95 B ek B Y A R AR

K 2 IR ARK LR IR SR A M. H
TR UESS R A AR H A L BT A RS2 30 AR R TR IR T 2%
HOREE S 8

x2 BRMEMEENSH
B HK WS/ AT PR OEHR
1 conv+Rel.LU 32 1 same
2 max pooling 2 2 same
3 conv+Rel.LU 64 1 same
4 max pooling 2 2 same
5 dense 1024 — none
6 dense AR — none
7 softmax — — none

3 XBRS5HERSM

Y Bk 2 Aok R AT RO A A R s &
ISCX VPN-non VPN #0454 At A T4 45 19 804 48 47 4%
2%, BBEES T AT LR, AT RIESE RS
RE s, A TR R T B ER IS R R LA B 4b
iR 5 W 45 RL DL 2 B R R A ]

3.1 FEMIERR

— 3L 4 N R HERE (Aco) S JE (Pre)
HE R (Ree)  F, B, & M54 0 A& 57
RO~ WFiR. TP AT 06 B 56 b2k
#il s FP 3275 T Ry 1 A1) 98 T S5 B B H02 s FN RoR Tl
W £ SR T S Br B AR E B TN R0R Tl > £ 46 i 2L
PR bR . Ace FoIR IEBFN G 41 T GE 7R R S

SECR A LB s Pre 2878 T S TE B B9 AL A o 5100 1 5 59
Hl. Rec 7% W0 IE 48 1Y 1E 41 1 A S B IE B RE AR B9 L

B, F, 22X B8R NG ITTMREir.
A““:Tpﬂfzfj—g\\f]ww D
Pre = TPT+PFP @
Rec = 7‘]!3171}]\7 3

3.2 ISCXHIEEXRBEER

4 BRI 30 A B AR 12 77 30, ISCX VPN-non VPN £ 4z
LorRIMbRIC T 14285 22 28, i 58 M TR Y SE 50 7 1
Xf 14265 22 KA B RAE AT AR PR

3 Fin e AN R A F R o 14 28 m S AT
OYRBITREE R, RPIER T EMRERBP K8 3D
PERETE AR, 7 [0 28 S B2 DL R SRR BE . R PR B4
TR R — R H] 3 AP RE G br B R AEAE . B0, R
T Chat 38, 7E X M B I J7 20F 2 Ree I8 B R {0, 7218
A B A J5 30 Pre I8 RAEE. BB RE N
F SRR AT AU S5 50 8 TR AL oA 3 AR T &AL, Hop,
it A7 R ARG B S e . ok ) 9806, LR AUAR T 0. 820, X X
TR R s 95 0 LA BRI R R — A F AT i
BB TE . M 81RO i B2 b ok R B A (B 7E X A B vp iy
PR E) 90 2R B v UG A B, MR R B P A B, XHIE
B Y 3 O B0 4 PR T LA o Al 6, 5 9 U =2 1) A
KN BT NG R . T 4 J2XT 22 2R B B AT 0 2K )
SLHAR . WTLUE ST 4 TN 1R 4n b 38 A0 B P O 5K
W TR X R ] T 22 BB AR T L IR A
MY 7 2R AR A T

RI3 BBCXEEEWEFEER
Fk Al Xt A1 1B v A 1Y e 1 B8 g 7
Ree Pre Ree Prc Rec Pre Ree Pre Ree Pre Ree Pre
Chat 0.931 0.949 0.981 0.948 0.956 0.972 0.916 0.968 0.909 0.922 0.908 0.930
Email 0.893 0.940 0.885 0.987 0.923 0.959 0.929 0.904 0.817 0.869 0.888 0.940
Filetransfer 0.979  0.966 0.991 0.984 0.992 0.983 0.988 0.980 0.890 0.967 0.971 0.951
P2P 0.996 0.986 0.998 0.996 0.998 0.993 0.992 0.982 0.999 0.984 0.991 0.971
Streaming 0.993  0.996 0.999 0.997 0.996 0.996 0.999 0.994 0.990 0.990 0.996 0.988
VolP 0.979  0.939  0.969 0.961 0.961 0.950 0.917 0.969 0.932 0.888 0.983 0.939
VPN-Chat 0.980 0.956 0.991 0.969 0.973 0.973 0.968 0.951 0.966 0.934 0.968 0.967
VPN-Email 0.960 0.977 0.949 0.986 0.964 0.972 0.959 0.985 0.979 0.956 0.968 0.975
VPN-Filetransfer 0.987  0.992  0.977 0.993 0.991 0.981 0.982 0.980 0.974 0.966 0.985 0.989
VPN-P2P 0.996 0.984 0.998 0.986 0.996 0.984 0.9%0 0.986 0.996 0.982 0.994 0.986
VPN-Streaming 0. 998 0.995 0.998 1. 000 0.999 1.000 0.998 0.998 0.999 0.989 1.000 0.996
VPN-VoIP 0.911 0.963 0.944 0.955 0.926 0.941 0.940 0.887 0.781 0.899 0.913 0.970
RS 0.972 0. 981 0. 977 0. 968 0.951 0. 969

e 90 o



ALK F:EHMEFTXTHMERLES L

512 4

098 -
, \E
097 N8 N
- 2 SEn N o
TNl N N N
095 FNE NG NEl NS N
= 40 N N N Nel[ | eRee
oot N Nl N NE( | aPre
= NEll L RER | NS NElt] o+,
#Hogs| Nl el NE RE
S| NE D N N NE
092N §E §E §E QE
0or LNEILT NEI NN NS \&
A X BATR éﬁ%ﬁiﬁgj iRy %ﬁ
Bl 4 ISCX B4 22 HopRE R

33 AIHREESEIRER
XA R VPN R B i AT o 28 R W
WA R, W T 4 F VPN M8 ft APP, — LAy

2TRFEEIE. AT HART LR, TR 1% 4 F
VPN T 4 ZKE4h APP #1743 25. LR 2 FETR 1 ZAl
L AT EA APP 83 E54E .

F A FmAX 16 2 F S APP 099 2 40E 4 28 45
R WEAEERE XM BN MEREA ST
R, MARMMBEERS. SR 93 5% AT T
1% . B —280 i 404 1) B Rec #l Pre Y i KR
Mof Ff R IR A RLR IR A AL T R B 2 2 A B
Bigd, B S EMIA VPN 5 APP 4 27 K5 BEIER
SEER. NBEKERBE. HTEMAT 11 LREH
WM E T SRR 16 R RG RN —
HETHE., BFBRIBENT 1% XEETEZHERZ
PR

R4 ANTHREES 16 XFEER

% 2y i A 1 18] 31 V£ 0 2 fe A i
e-facebook 0.875 0.943 0.885 0.936 0.894 0.929 0.884 0.946 0.878 0.921 0.878 0.931
e-telegram 0.983 0.769 0.956 0.851 0.975 0.813 0.970 0.812 0.960 0.800 0.984 0.777
e-twitter 0.943 0.886 0.942 0.892 0.940 0.910 0.945 0.898 0.933 0.894 0.927 0.504
e-youtube 0.694 0.969 0.827 0.933 0.769 0.955 0.767 0.96Z2 0.756 0.912 0.708 0.961
p-facebook 0.996  0.988  0.999 0.980 0.998 0.994 0.998 0.992 0.977 0.966 0.990 0.981
p-telegram 0.997 0.995  0.994 0.995 1.000 0.998 0.999 0.998 0.993 0.977 0.999 0.990
p-twitter 0.987 0.985 0.992 0.986  0.985 0.979  0.989 0.990 0.951 0.963 0.988 0.982
p-youtube 0.980  0.970  0.970  0.982  0.995 0.956  0.989 0.983 0.953 0.969 0.954 0.954
s-Tacebook 0.887 0.889 0.943 0.851 0.906 0.831 0.925 0.857 0.795 0.797 0.943 0.7641
s-telegram 0.927 0.917 0.889 0.936 0.919 0.911 0.932 0.928 0.860 0.866 0.867 0.926
s-twitter 0.949 0.9%08 0.937 0.951 0.882 0.924 0.880 0.952 0.802 0.784 0.847 0.942
s-youtube 0.883 0.936 0.872 0.946 0.870 0.954 0.869 0.944 0.805 0.930 0.863 0.913
v-facebook 0.880 0.908 0.896 0.920 0.879 0.912 0.917 0.504 0.898 0.859 0.941 0.895
v-telegram 0.953  0.979  0.967 0.982  0.923 0.979 0.970 0.981 0.937 0.947 0.952 0.977
v-twitter 0.967 0.954 0.962 0.955 0.972 0.916 0.968 0.918 0.949 0.886 0.967 0.855
v-youtube 0.904 0.870 0.923 0.881 0.991 0.868 0.903 0.881 0.847 0.853 0.877 0.922
RO 0.925 0. 935 0.926 0.932 0. 893 0.912
82‘2‘ . AT LR VPN AT APP Ings i B AR R T
ool § 5 22 it PR 7 2 O R0 L VR A 0 L R4 ) 4 o B O R
Joss; M. ¥ o o B R R R B A B B 2 W ST A L R
- Hou| Wil N == 40 5 SRR 6 PR X R0 A TR 7 KA 4 20
Sos YN N e PR 22 WA 5 1 40 04 T 07 SR 00 ) SR8 B R
o8 YN Y SR i B 7 ST LA 1T (R 3R A A X B B
o-o L N[ N | N LR N A 40 PP I BT 5 8 0 4
KR M BRAR HER WM
AT e 5 23Tk

K5 NTigRBnde 27 265026

BF
a8

AICHR W T — i T 22 Bk B 7 3 A9 0 R o 26
Tk X Z R VPN B B T e, Mg T —

C1] BB s, woat AR 5 vk B Ak ST 47 1 2= L 1Y ) % 3L 2 T
WLT]. B 70 50 4 41, 2021, 35(8) 1 211-217.

[2] WANG W. HAST-IDS: Learning hierarchical spatial-
temporal features using deep neural networks to

improve intrusion detection[ J]. IEEE Access, 2018,

. 9] .



Ak W F o

=

¥

¥R

[3]

(1]

(5]

L6]

7]

(8]

6. 1792-1806.

WANG Q, YAHYAVI A, KEMME B, et al. T know
what you did on your smartphone; Inferring app usage
over encrypted data traffic[ CJ. 2015 TEEE Conference
on Communications and Network Security, 2015;
133-111.

HE Y, LT W,
classilication with convolution ncural nctworks [ C .
2020 IEEE Filth Intcrnational Conlcrence on Data
Science in Cyberspace, 2020:271-278.

WANG W, ZHU M, WANG T, ct al. End-to-end
encrypted trallic classilication with onc-dimensional
networks [ C ]. 2017 IEEE
International Conlerence on Intelligence and Sccurity
Inlormatics,2017;43-48.

LOTFOLLAHI M, JAFARI S M, ZADE R S H,

Image-based encrypted traffic

convolution ncural

ct al. Decep packet: A novel approach [or cnerypted
trafllic classilication using decep learning [ J]. Solt
Comput,2020,24(3):1999-2012.

SHAPIRA T, SHAVITT Y. FlowPic: Encrypted
internet trallic classification is as casy as
recognition [ C ]. IEEE Conlerence
Communications Workshops, 2019:680-687.

ACETO G,CIUONZO D,MONTIERI A,et al. Mobile

encrypted trallic classification using deep learning:

imagc

on Computer

Experimental evaluation, lessons learned, and
challenges[ ] .
Service Management, 2019,16(2) ;445-458.

LOPEZ-MARTIN M,CARRO B,SANCHEZ A,et al.

Network trallic

IEEE Transactions on Network and

classifier with convolutional and

recurrent neural networks [or internet ol things[J].

92 »

[10]

(1]

[12]

[13]

[14]

[15]

IEEE Access,2017,5:18012-18050.

SALEH 1, JI H. Network traffic images: A deep
learning approach to the challenge of internet traffic
classification[ C], Annual Computing and Communication
Workshop and Conference,2020:0329-03341.
MULIUKHA V A, LABOSHIN L. U. Analysis and
classification of encrypted network traffic using
machinc learning[ CJ. International Conlerence on Solt
Computing and Mcasurcments,2020;194-197.

HABIBI L A, DRAPER-GIL G, MAMUN M, et al
Characterization of cnerypted and VPN trallic using time-
Conlcrence  on

related  features [ C ], International

Information Systems Sccurity and Privacy,2016:407-414,

WANG P, LI S. YE F., ct al. PackctCGAN;
Exploratory study ol class imbalance [or cnerypted
traflic classification using CGAN [ C ]. IEEE

Intcrnational Conlerence on Communications, 2020,
1-7.

KRIZHEVSKY A,SUTSKEVER 1. ImageNct classification
with deep convolutional necural networks [ J ], Communi-
cations of the ACM, 2017,60(6) :84-90.

ILIYASU A S, DENG H. Semi-supervised cnerypted
trallic classification with deep convolutional generative
adversarial networks [ J]. IEEE Access, 2020, §:

118-126.

EEE

S P e b 2 1 A N LI B R = S & 8

E-mail: zhuwenbin@shu. edu. cn

o

SEmW. L, B HE, BRSO AT

ol
AE

E-mail: xlma@shu. edu. cn



