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Design and implementation of reconfigurable high-speed data
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Abstract: In order to solve the problems of slow speed, low efficiency, and CPU computing resources in the traditional
SM4 encryption and decryption methods, a reconfigurable high-speed data encryption system is proposed. The system
is based on Xilinx Virtex UltraScale VU9p FPGA., using PCle hot-swappable features, can be quickly applied to office
hosts or servers, fast data transmission through PCle high-speed interface, parallel and schedulable SM4 algorithm
logic in FPGA, and a dedicated DMA design the module realizes bypassing the host CPU to transmit plaintext
ciphertext, reducing the resource occupation on the host side; the encryption and decryption system implemented by
FPGA is reconfigurable, which greatly reduces the hardware cost of algorithm iteration. System analysis, testing and
experimental results show that the system achieves high-speed and reliable data transmission and encryption, and the
bus rate reaches 8 GT/s, which can effectively meet the needs of fast encryption and decryption of large-capacity data;
it adopts parallel schedulable pipeline encryption and decryption, which is better than traditional software. In this way,
the encryption and decryptlion rate is increased by approximately 25. 78 times.

Keywords: PCle high-speed bus; SM4 encryption and decryption;direct memory access; high-speed data transmission;

field programmable gate array (FPGA)
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BTHEE L TR 0 A B S5 kD14 ] R B
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TR AR ], 5T A ALA M Y GOLDEN %0383t L,
FH DA BE A 25 00 TE B . 0 2 MR B R X LA e 17
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