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Research on single particle effect simulation of NOR Flash
based on fault injection

He Mingrui® Yuan Wei® Gao Cheng'
(1. School of Reliability and Systems Engineering, Beihang University, Beijing 100191, China;

Huang Jiaoying’ Wang Lequn'

2. The Fourth Military Representative Office of the Army Armament Department in Beijing, Beijing 100072, China)

Abstract: In view of the lack of specific operation methods of single particle effect simulation in large capacity NOR
Flash memory, this paper proposes three methods of single particle effect software fault injection in NOR Flash
memory: single particle flip, single particle function interrupt and single particle latching. The board level test system
is designed for large capacity devices and its function is verified. The single particle effect simulation experiment is
carried out by [ault injection mcthod. The single particle cllect test system of NOR Flash memory consists ol FPGA
control logic, [lash dctection board and host computer soltwarc. Results indicate that single particle [lip, single particle
latching and single particle [unction interruption soltware [ault injection mcethods arc verilied by single particle cllect
test system of NOR Flash memory., This paper can provide a relercnce [or related single particle simulation and the
clectrical system reliability analysis [or single particle cllcct.
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