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Design and implementation of cryptographic SoC based on high speed bus
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Abstract: The rapid development of industries such as the Internet of Things, automobile manufacturing, and smart
medical care has accelerated the promotion and application of end-point-device chips, and subsequent chip security
issues have also been exposed. Traditional micro control unit(MCU)or ARM-A series CPU chips can no longer meet
the increasingly complex application requirements. In order to solve the problems of insufficient chip security
protection, slow transmission speed, high power consumption, and insufficient computing resources in current end
devices, combined with the SoC design concept. this paper proposes a cryptographic SoC design scheme based on high-
speed bus. This scheme realizes the acquisition of the dynamic status of the sensors, chips, and hardware of the end-
device, receiving multiple high-speed protocol interface data, encrypted storage, and backup to the cloud. The solution
uses an open-source processor to complete a low-power encryption monitoring chip that combines a processor, a high-
speed bus, hardware peripherals, and an encryption unit. Synthesis and power analysis and experimental results show
that high-speed and reliable data transmission and encryption are realized to meet the needs of fast encryption and
decryption of large-capacity data; low power consumption design is adopted, performance is not affected, and power
consumption is reduced by about 20%.
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1.3 SBhRE&MHN S RFENEXE
A HBHERT I 3 B L A CPU B R 4 4R
TR 32 bit, KRG K F =B N 4 GB,

DDR4 Memory(2 048 MB)
0x8000_0000

SPI2 flash(256 MB)
0x5000_0000

0x3000_0000 SPII flash(256 MB)

0x1¢00_0000 Peripheral

0x1400_0000 T #3464 KB)

0x%1400_0000 Whole-chip monitor(16 MB)

0x1000_0000 SRAM(16 KB)

0x0000 0000 QSPI-FLASH(256 M)
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1 DDR AXTICHD)

2 DMA AHBO) /AXI(E)

3 ECC AHBO)

4 MAC AHBCN) /AXI(E)

5 PCIE AXTCHD

6 SDIO AHBOA) /AHB(F)

7 SRAM-C AXICH)

8 USB AXTCA) /AHBCMD

9 CPU AXI(F)

10 HAh A% AXICA) /AHBOA) /APBCD
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% 2 Opcode R0 %

Fy5 Opcode %I i) B 2 B8 (rsp-opcode)
1 Config-1core Rsp-done/hold-up
2 Read-data Rsp-done/hold-up
3 Config-2core Rsp-done/hold-up
4 Config-3core Rsp-done/hold-up
5 Write-back Rsp-done/hold-up
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HEEL  TITHFEREAL .

Fr 8 PMU g5t an & 9 fron. b A it it 3% R T fg
ERABR,. 8T 6 4~T &% . PMU @ APB 0,3 &
AT RGN I AL HL YR N R B B T R AT B sl TR
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(switch-offdomain) s SoC # 0> ¥+ & 4 % F % FF & I8 15,
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(always-domain) , & 3

BT RS pd (switch-off)

N e = 3| ) K
SOCHRL T # 4 pd g%)ﬁzﬁ]?f‘?ﬁpd LB & (always- ECCEH# AESEH RSAZH
(always-on ) (switch-off) on) (switch- (switch- (switch-

off) off) off)

Network on chip (always-on)
REWL T Ripd
EMACE%Z USBE % E B BT Ripd PMUpd
(switch-off) (switch-off) YEEERZE (always-on) Calways-on) (always-on)
DMA (switch -off) PCle 42 (switch-off) W% 4 (always-on)
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#create top power domain
create_power_domain pd_soc_top -include_scope
#create power domain supply

create supply port VDD -domain pd_soc_top
create_supply port VSS -domain pd_soc_top
create_supply net VDD -domain pd_soc_top
create supply net VSS -domain pd soc top
connect_supply_net VD -ports VDD
connect_supply_net VSS -ports V5SS

#setting power domain supply
set_domain_supply net pd soc top -primary_power_net VDD
-primary_ground_net V55

#load module upf

load_upf /soc_arm.upf -scope U_arm sys
load_upf /security.upf -scope U_security
load_upf /encry.upl  -scope U_encry

load upf /high prot sys.upf -scope U protocol
load upf /rst_sys.upf  -scope U_rst sys
connect_supply_net VDD -ports U_arm_sys/VDD
connect_supply net VSS -ports U_army_sys/VSS
connect_supply_net VDD -ports U_security/ VDD
connect_supply_net VS5 -ports U_security/VSS
connect_supply_net VDD -ports U_encry/VDD
connect_supply_net VSS -poris U_encry/VSsS
connect supply net VDD -ports U_protocol/VDD
connect_supply_net VS5 -ports U_pmtam!NSS|
connect_supply_net VDD -ports U_rst_sys/VDD
connect_supply net VSS -ports U_rst_sys/VSS
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®3 mMEMXER

e AR T [H] / ms
AES 64 MB 689

ECC 2 KB 52

RSA 64 MB 600

x4 BEBOMNKER

B A 14 i 7 4%/ Mbps
PCle Gen2 3 000
EMAC 1 000 Mbps 400

USB 2.0 480
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x5 RGEREE
s TR I
s s>
BTN #E (Cell internal power) 2 755 2 202
2% % %5 T #E (Net switching power) 1 603 1259
B Eh & B #E (Total dynamic power) 3591 3496
B 5T i IR T #E (Cell Leakage power) 41 34
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