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Abstract: Deep learning algorithms are widely used in the field of network traffic classification and have achieved good

results, However, the emergence of adversarial attacks has brought a serious threat to its security, and the accuracy of
the current mainstream classification algorithms based on convolutional neural network models has been seriously
reduced. In response to this, this paper proposes an encrypted traffic classification method that resists gray-scale
adversarial attacks in trallic classification. The proposed mecthod constructs a topology graph by cxtracting trallic
intcraction information such as packet load length, sending order, dircction, and cluster, and translorms the encrypted
trallic classiflication problem into a graph classification problem. Then, this paper uses the classilication method based
on graph convolutional ncural network to lcarn and classily [catures. The graph convolutional ncural network model can
automatically cxtract [caturcs [rom the input topology and map [catures to diflerent representations in the embedding
spacc to distinguish dillcrent graph structures, The cxperimental results show that the proposed method can not only
avoid adversarial attacks, but also improve the classilication performance on public datascts by morc than 5% compared

with the existing typical methods.
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