CERS SR G 5 NS

ELECTRONIC MEASUREMENT TECHNOLOGY 20234 1 A

DOI:10. 19651/j. cnki. emt. 2210474

EFHRATLEBOTANNBRNFTEHE

# 4 2 o®m' FAR
(LEARRELLERE B HRAANENE S EZBET K 541004; 2. ANXFREAZE5RAFR A 361005

AR BANRE R R T8 2 AL 22 4x P, T 22 i ) JBURE 5 X TC A BLAE 5 E4T 3 250 R0, I T 52 B A
ROEH . ACRMT A TRALLBLANARKGW T EIFH#T TEAZHR., ZTEAMN SN ERE =K
RENHEZIT BANGE S WS 5028 . PB4 R R U] 20 ik AE (5 ¥ L —16. 2 dB LB i A I AL %<5 ) 10006,
[ I A SCARAE LA AD9361+FPGA+STM32 A0 WK 0 TR 2k L & AT T 7 Bh RO T RR AL S B, S 45 R W 7 v
B R ALZE NI JR 3R EE T E AN IR T H BB B0 IR B B EANLE S e, A ARBR A9 B T AT % .

KB BATLEA TN AR

MESES. TP  XEARRE: A ERREZHAERBD. 51040

Research of UAYV intrusion detection method based on
software defined radio
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Aerospace Technology,Guilin 541004 ,China;
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Abstract: Since the popularity of UAVs has brought about many privacy and security problems, the solution should
comply with dynamic and effective detection of UAV signals, so as to achieve effective control. This paper proposes a
software radio intrusion detection method for UAV with hardware implementation. It uses adaptive denoising and cubic
clustering to recognize and classify UAV signals. Simulation results show that the detection probability can reach 100%
when the SNR is above — 16. 2 dB. Based on the soltware radio platform AD9361+ FPGA + STM32 as the core, it
carries out the relevant engineering implementation. The measured results show that it is practical and effective, which
can effectively identify UAV signals and types in both indoor and outdoor complex environments with strong application
prospect.
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